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Background: Heavy metal contamination in Nigerian water bodies poses persistent environmental and public health risks. Traditional laboratory-based 

detection methods, while accurate, are limited by cost, accessibility, and real-time applicability, creating a need for advanced monitoring approaches. 

Objectives: This review systematically synthesises recent advances in smart electrochemical sensors integrated with Internet of Things (IoT) 
technologies for heavy metal detection, highlighting technological innovations, field applications, and unresolved deployment challenges in Nigerian 

aquatic environments. Methods: Peer-reviewed literature was systematically surveyed to synthesise advances in heavy metal contamination assessment 

and smart electrochemical sensing technologies relevant to Nigerian aquatic systems. Publications spanning the early 2000s to 2023 were retrieved from 

major scientific databases, focusing on (i) environmental and toxicological studies of heavy metal exposure, (ii) electrochemical sensor development, 

including nanomaterial-enhanced and screen-printed platforms, and (iii) IoT-enabled water quality monitoring architectures. Additional studies 

addressing energy infrastructure, connectivity, cost considerations, and capacity constraints in Nigeria were included to contextualise deployment 
feasibility. The collected literature was qualitatively analysed to identify technological progress, practical applications, and persisten t research gaps. 

Results: Nanomaterial-enhanced electrodes, such as graphene, carbon nanotubes, and metal nanoparticles, improve sensitivity, selectivity, and 

detection limits for Pb, Cd, Hg, As, and Cr. Miniaturised platforms, including screen-printed and microfluidic sensors, facilitate portable and 
multiplexed detection. IoT integration enables real-time data acquisition, cloud-based analytics, and remote monitoring, demonstrated across the 

Niger Delta, mining-affected rivers, and urban-industrial water bodies. Field studies reveal high correlation with laboratory measurements but also 

highlight technical, infrastructural, and economic challenges, including biofouling, sensor drift, power and connectivity limitations, high costs, and 
limited local expertise. Regulatory gaps and lack of standardised protocols further constrain national -scale deployment. Conclusion: Smart 

electrochemical sensors with IoT integration offer transformative potential for continuous and distributed monitoring of heavy metal contamination 

in Nigerian water systems. Despite demonstrable field viability, unresolved gaps remain in autonomous operation, mult iplexed detection, long-
term stability, and data integration, indicating critical areas for further investigation to fully leverage these technologie s for water quality 

management. 

Keywords: heavy metal contamination; electrochemical sensors; nanomaterial-modified electrodes; Internet of Things (IoT); water quality monitoring; 
environmental sensing; Nigerian aquatic systems. 

 

 

INTRODUCTION 

Water pollution by heavy metals represents a critical 

environmental and public health challenge in Nigeria, where 

rapid industrialisation, artisanal and industrial mining, and 

inadequate waste management have led to widespread 

contamination of surface and groundwater resources 

(Umeoguaju et al., 2022; Adewumi & Laniyan, 2023). Persistent 

pollutants such as lead (Pb), cadmium (Cd), mercury (Hg), 

arsenic (As), and chromium (Cr) bioaccumulate in aquatic 

ecosystems and pose carcinogenic, neurotoxic, and systemic 

health risks to human populations (Tchounwou et al., 2012; 

Briffa et al., 2020). Several studies have reported elevated 

concentrations of these metals in Nigerian rivers, lakes, and 

groundwater, highlighting both urban and industrial hotspots 

(Adesiyan et al., 2018; Ideriah et al., 2024). 

Traditional laboratory-based analytical techniques, including  

atomic absorption spectroscopy (AAS) and inductively coupled 

plasma mass spectrometry (ICP-MS), offer high sensitivity and 

precision for heavy metal quantification (Chajduk et al., 2023; 

Abdelmonem et al., 2025). However, these methods require 

sophisticated instrumentation, skilled personnel, and extensive 

sample preparation, limiting their applicability for frequent, 

decentralized water monitoring, particularly in resource-

constrained settings (Tiwari et al., 2025). In addition, the 

temporal and spatial variability of pollution in Nigerian water 

bodies underscores the need for rapid, on-site detection 

methods to capture short-term contamination events 

(Olowojuni et al., 2025). 

Electrochemical sensors have emerged as promising 

alternatives for heavy metal detection due to their portability, 

rapid response, cost-effectiveness, and field applicability 

(Aragay et al., 2011; Xing et al., 2012). Advances in sensor 

materials, including nanostructured electrodes, screen-printed 
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technologies, and microfluidic platforms, have significantly 

improved sensitivity, selectivity, and detection limits, enabling 

trace-level detection of multiple metals simultaneously (Li et al., 

2009; Cesarino et al., 2012; Afkhami et al., 2013). Furthermore, 

integration of these sensors with Internet of Things (IoT) 

frameworks allows continuous remote monitoring, wireless data 

transmission, cloud-based analytics, and real-time decision 

support for water quality management (Wang et al., 2014; 

Geetha & Gouthami, 2016). Such systems are especially relevant 

for Nigeria's heterogeneous aquatic environments, ranging from 

oil-impacted estuaries in the Niger Delta to mining-affected 

rivers in the North-Central region (Ogunkunle & Fatoba, 2013; 

Ogbeide & Henry, 2024). 

Despite rapid technological advances, there remains a 

knowledge gap regarding the practical deployment, field 

performance, and adaptation of smart electrochemical sensors 

with IoT in Nigerian contexts. Current literature 

predominantly focuses on laboratory-based demonstrations or 

studies in other geographical regions, leaving uncertainties 

about real-world applicability, network integration, calibration 

requirements, and maintenance under local environmental 

conditions (Kefala et al., 2003; Cui et al., 2015). Addressing 

these gaps is essential for translating sensor innovations into 

functional monitoring systems capable of informing water 

management strategies. 

This review aims to provide a systematic synthesis of the state-

of-the-art in smart electrochemical sensors and IoT integration 

for heavy metal monitoring in Nigerian water bodies, 

identifying current advances, field applications, and 

knowledge gaps. It evaluates recent technological 

innovations, field deployment experiences, and operational 

challenges, with the aim of providing a comprehensive, 

evidence-based understanding of current capabilities and 

limitations. By highlighting both technological achievements 

and practical constraints, this work informs researchers, 

environmental managers, and policymakers on how advanced 

sensor systems can be effectively applied to safeguard water 

quality in Nigeria. 

METHODS 

Peer-reviewed literature was analysed to synthesise current 

knowledge on heavy metal contamination and smart 

electrochemical sensing technologies relevant to Nigerian 

aquatic environments. The reference framework spans 

foundational toxicological studies on heavy metal exposure 

and environmental impacts, regional assessments of 

contamination in Nigerian rivers, sediments, soils, and biota, 

and global burden analyses associated with mining and oil-

related activities. 

The technological scope covers conventional analytical 

methods for heavy metal detection, advances in electrochemical 

sensing platforms, and recent developments in nanomaterial-

enhanced electrodes, including graphene, carbon nanotubes, 

bismuth-based films, metal nanoparticles, screen-printed 

electrodes, and flexible sensing materials. Both laboratory-

based sensor fabrication studies and applied detection platforms 

were considered to evaluate analytical performance 

characteristics such as sensitivity, selectivity, detection limits, 

and operational stability. 

To contextualise real-time environmental monitoring, literature 

addressing Internet of Things architectures, low-power 

communication protocols, energy harvesting systems, edge 

computing, machine learning integration, and cloud-based 

analytics was examined. Studies focusing on IoT-enabled water 

quality monitoring systems, including low-cost and resource-

constrained implementations, were incorporated to assess 

practical deployment feasibility. 

Additional credible and up-to-date sources comprehensively 

addressing infrastructure limitations, national energy supply 

systems, internet connectivity patterns, detailed cost–benefit 

analyses, regulatory governance frameworks, and long-term 

capacity-building needs in Nigeria were also included to 

thoroughly evaluate broader socio-technical and economic 

constraints influencing sustainable large-scale implementation 

efforts. 

The temporal coverage of the cited literature spans 

foundational electroanalytical developments from the early 

2000s to recent advances published up to 2023, with emphasis 

on contemporary nanomaterial-based sensors and IoT-

integrated monitoring systems. The literature was synthesised 

qualitatively to identify technological progress, field 

applicability, and critical research gaps relevant to sustainable 

water quality monitoring in Nigeria. 

ADVANCES IN ELECTROCHEMICAL SENSOR 

TECHNOLOGIES 

Nanomaterial-enhanced electrodes 

The integration of nanomaterials has significantly enhanced the 

performance of electrochemical sensors for heavy metal 

detection (Li et al., 2024; Zhang et al., 2025). Carbon-based 

nanomaterials, including graphene, carbon nanotubes (CNTs), 

and carbon quantum dots, provide high surface area, excellent 

electrical conductivity, and abundant active sites for metal ion 

adsorption and electron transfer (Zhang et al., 2025). Graphene 

oxide-modified electrodes have demonstrated detection limits 

in the parts-per-billion (ppb) range for Pb²⁺ and Cd²⁺, meeting 

World Health Organization (WHO) guidelines for drinking 

water quality (Li et al., 2009; Wang et al., 2014). Multi-walled 

carbon nanotubes (MWCNTs) functionalized with chelating 

agents exhibit enhanced selectivity toward specific metal ions, 

which is critical for analysis in complex environmental matrices 

(Kefala et al., 2003). 

Metallic nanoparticles, particularly gold (AuNPs) and 

bismuth (BiNPs), act as effective electrode modifiers by 

facilitating electrochemical reactions and signal amplification 

(Mohammadi et al., 2011; Cui et al., 2015). Bismuth-based 

electrodes have gained attention as environmentally friendly 

alternatives to traditional mercury electrodes in anodic stripping 

voltammetry (ASV), providing comparable sensitivity without 

associated toxicity concerns (Serrano et al., 2016). Furthermore, 

composite materials combining carbon nanomaterials with metal 

nanoparticles create synergistic effects, further improving 

detection capabilities (Somerset et al., 2010). Table 1 summarises 

the main nanomaterial types and their corresponding 

performance characteristics for heavy metal sensing. 

Screen-printed and miniaturized sensors 

Screen-printed electrodes (SPEs) represent a major 

advancement in sensor miniaturization and scalable production 

(Kadara et al., 2009). These disposable electrodes reduce cross-

contamination, minimize required sample volumes, and enable 

multi-analyte detection through array configurations 

(Honeychurch & Hart, 2003). Recent developments include 

three-dimensional printed electrodes with controlled porosity 

and tailored surface morphology, which enhance sensitivity and 

reduce fouling effects (Foster et al., 2017). Integration with 

microfluidic platforms allows automated sample handling, 

reduced reagent consumption, and multiplexed detection, 

making these sensors suitable for field deployment in diverse 

environmental conditions (Peng & Yang, 2009). 
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Table 1. Nanomaterial types and their characteristics for electrochemical heavy metal sensing 

Nanomaterial type Key properties Target metals Detection 
limit range 

Graphene/Graphene Oxide High surface area, excellent conductivity, functional groups for 

binding 
Pb, Cd, Cu, Hg 0.1–5 ppb 

Carbon Nanotubes (CNTs) Large surface area, fast electron transfer, and mechanical stability As, Cr, Pb, Cd 0.5–10 ppb 

Gold Nanoparticles (AuNPs) Catalytic activity, biocompatibility, signal amplification Hg, As, Pb 0.05–2 ppb 

Bismuth Nanoparticles Eco-friendly, similar to Hg electrodes, with a wide potential 
window 

Pb, Cd, Zn, Tl 0.2–8 ppb 

Metal-Organic Frameworks High porosity, tuneable structure, selective binding sites Pb, Cd, Hg, As 0.1–15 ppb 

 

Signal processing and detection methods 

Stripping voltammetry techniques, particularly differential 

pulse anodic stripping voltammetry (DPASV) and square wave 

anodic stripping voltammetry (SWASV), remain the dominant 

approaches for electrochemical heavy metal detection due to 

their high sensitivity and capability for simultaneous multi-

metal analysis (Wang, 2005; Švancara et al., 2010). 

Advances in waveform optimization and baseline correction 

algorithms have improved signal-to-noise ratios and mitigated 

matrix interference effects (Arduini et al., 2010). In addition, 

machine learning algorithms are increasingly applied to 

enhance data interpretation, enable pattern recognition, and 

correct interferences in complex environmental samples, 

further supporting real-time and field-deployable sensing 

(Wang & Hui, 2019; Shahub et al., 2022; Onyena et al., 2024). 

IOT INTEGRATION AND SMART MONITORING 

SYSTEMS 

System architecture and components 

IoT-enabled electrochemical sensing systems consist of 

multiple integrated components that enable autonomous 

operation, real-time monitoring, and remote data access 

(Figure 1) (Ray, 2022). The sensor interface layer performs 

signal conditioning, analog-to-digital conversion, and 

preliminary data processing using microcontroller units or 

single-board computers (Fang et al., 2014). 

Communication modules support diverse protocols tailored to 

deployment contexts, including GSM/GPRS for cellular 

connectivity, LoRaWAN for long-range low-power transmission, 

and Wi-Fi for local area networks (Seneviratne et al., 2017;  

Popli et al., 2018). Each protocol offers distinct advantages 

depending on factors such as site remoteness, power 

availability, and data bandwidth requirements. Cloud platforms 

provide scalable data storage, advanced analytics, visualisation 

dashboards, and automated alert generation, accessible through 

web interfaces and mobile applications (Domingo, 2012). 

Power management systems are critical for field deployments, 

integrating solar panels, rechargeable batteries, and intelligent 

energy scheduling to ensure continuous sensor operation 

(Shaikh & Zeadally, 2016). Edge computing capabilities enable 

local data processing, reducing network bandwidth demands and 

allowing real-time decision-making even during intermittent 

connectivity (Shi et al., 2016). Table 2 summarises key IoT 

platform components for water quality monitoring and highlights 

common implementation challenges in Nigerian contexts. 

Data management and analytics 

Effective data management is essential for handling the 

continuous streams of information generated by IoT-enabled 

monitoring networks (Taivalsaari & Mikkonen, 2017). Time-

series databases optimized for sensor data storage facilitate 

efficient querying, visualization of temporal trends, and trend 

analysis (Zhou et al., 2012). 

Cloud-based analytics platforms employ statistical process 

control methods to detect anomalies, identify pollution events, 

and trigger automated alerts when heavy metal concentrations 

exceed regulatory thresholds (Mohammadi et al., 2018). 

Furthermore, machine learning models trained on historical data 

can predict contamination events, optimize sensor calibration 

schedules, and compensate for sensor drift, extending 

deployment intervals and reducing maintenance costs  

(Raza et al., 2013; Zhang et al., 2015; Jan et al., 2021). These 

data-driven strategies enhance the reliability, accuracy, and 

operational sustainability of IoT-integrated water quality 

monitoring systems. 

 

Figure 1. Schematic diagram of IoT-integrated electrochemical sensor system for heavy metal monitoring  

(Own development adapted from Ray, 2022; Fang et al., 2014; Popli et al., 2018) 
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Table 2. Nanomaterial types and their characteristics for electrochemical heavy metal sensing 

Component Function Technologies/Standards Challenges in Nigeria 

Sensor interface Signal conditioning, data acquisition, 

pre-processing 

Microcontrollers (Arduino, ESP32), 

ADC modules 

Power stability, 

calibration maintenance 

Communication 

layer 

Wireless data transmission to cloud 

platforms 

GSM/GPRS, LoRaWAN, 

Wi-Fi, Bluetooth 

Network coverage gaps, 

data costs 

Cloud platform Data storage, processing, visualization, 

analytics 

AWS IoT, Azure IoT Hub, 

ThingSpeak, custom servers 

Internet reliability, 

server costs 

Edge computing Local data processing, real-time 

decisions, bandwidth reduction 

Raspberry Pi, Jetson Nano, edge 

gateways 

Processing power–cost 

trade-off 

Power 

management 

Energy harvesting, battery 

management, solar integration 

Solar panels, rechargeable batteries, 

energy harvesters 

Seasonal variations, 

maintenance access 

User interface Data visualization, alerts, reporting, 

decision support 

Web dashboards, mobile apps, SMS 

alerts 

User training, literacy 

levels 

 

FIELD APPLICATIONS IN NIGERIAN WATER 

BODIES 

Niger delta region 

The Niger Delta, with its extensive network of rivers, creeks, 

and estuaries, faces severe heavy metal contamination resulting 

from oil and gas operations, industrial discharges, and artisanal 

refining activities (Umeoguaju et al., 2023). The deployment of 

IoT-enabled electrochemical sensors in this region has 

generated real-time data on Pb, Cd, Hg, and Cr levels, enabling 

correlation of contamination patterns with anthropogenic 

activities and tidal dynamics (Adamu et al., 2015; Adeoti et al., 

2024). 

Bismuth-modified screen-printed electrodes integrated with 

GSM telemetry have demonstrated robust performance despite 

challenging conditions such as high organic matter content, 

fluctuating salinity, and variable water turbidity (Bansod et al., 

2017). These sensor systems achieved over 90% correlation 

with laboratory ICP-MS measurements, providing continuous 

monitoring capabilities previously unavailable in remote delta 

communities (Biyani et al., 2017). 

Mining-affected areas 

Artisanal gold mining in Zamfara, Niger, and other North-

Central states has caused catastrophic lead contamination of 

water sources, resulting in severe public health impacts 

(Odetunde et al., 2025). Deployment of portable potentiostat 

systems powered by solar panels and equipped with satellite 

communication links enabled monitoring in remote and 

inaccessible locations (Yılmaz & Sadikoglu, 2011). Real-time 

alerts from these systems facilitated emergency interventions, 

temporary closure of contaminated water sources, and targeted 

remediation efforts, demonstrating the life-saving potential of 

smart monitoring technologies (Figure 2) (Ericson et al., 2016). 

Urban and industrial centres 

Urban and industrialized water bodies, including Lagos Lagoon 

and Ogun River, are impacted by industrial effluents, electronic 

waste recycling, and improper waste disposal (Onunkwor et al., 

2022; Adeniyi et al., 2024). Deployment of multi-electrode 

sensor arrays connected via LoRaWAN networks enabled 

spatial mapping of contamination hotspots and identification of 

major pollution sources (López-Munoz et al., 2024). 

Continuous monitoring campaigns over six months 

documented seasonal variations, industrial discharge patterns, 

and the effectiveness of regulatory enforcement actions 

(Orisakwe, 2025). 

Table 3 summarises field applications across Nigerian water 

bodies, highlighting the technologies deployed, metals 

monitored, and key outcomes. 

DEPLOYMENT CHALLENGES AND SOLUTIONS 

Technical challenges 

Field deployment of electrochemical sensors for heavy metal 

monitoring encounters multiple technical obstacles that can affect 

data reliability and measurement accuracy (Goyal & Nigam, 

2025). Biofouling, caused by algae, bacteria, and organic matter 

accumulation on electrode surfaces, leads to signal degradation 

and necessitates regular cleaning or the implementation of 

automated anti-fouling mechanisms (Campuzano et al., 2019). 

Sensor drift over time requires frequent calibration, which is 

challenging for remote installations with limited accessibility 

(Lezi et al., 2012). Matrix interferences from coexisting ions, 

dissolved organic matter, and fluctuating pH further 

complicate accurate measurement, demanding advanced 

signal processing and machine learning-based correction 

strategies (Wan et al., 2015). 

Power supply stability is another critical concern, particularly 

in off-grid or remote areas. Robust energy harvesting and 

storage solutions, such as solar panels with rechargeable 

batteries, are essential to sustain operations during periods of 

low sunlight or extended deployment (Helmy et al., 2025). 

Infrastructure and connectivity issues 

Nigeria's telecommunications infrastructure variability 

presents significant challenges for IoT-enabled sensor 

networks. Gaps in GSM coverage, especially in rural and 

riverine areas, can limit real-time data transmission, 

necessitating local data buffering and store-and-forward 

protocols (Matthew, 2022; GSMA, 2023). 

High mobile data costs create financial barriers to continuous 

cloud connectivity, making edge computing and data 

compression strategies essential for sustainable operation. In 

addition, internet reliability issues can impede access to cloud 

platforms, highlighting the need for hybrid systems that 

integrate local data storage with periodic synchronization 

(Sadiq et al., 2022). 

Alternative communication technologies, including LoRaWAN 

and satellite links, offer solutions for remote connectivity, but 

introduce additional cost and complexity considerations 

(Adelantado et al., 2017). 

https://www.teiee.net/
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Figure 2. Map of Nigeria showing locations of deployed IoT electrochemical sensor networks for heavy metal monitoring  

(Own development based on a literature review) 

Table 3. Field applications of IoT-integrated electrochemical sensors in Nigerian water bodies 

Location/water 

body 

Heavy metals 

monitored 

Sensor technology Key findings/performance 

Niger Delta 

Rivers 

Pb, Cd, Hg, Cr Bismuth-modified screen-printed 

electrodes with GSM telemetry 

97% correlation with ICP-MS; oil 

contamination interference addressed 

Lagos Lagoon Pb, Cu, Zn CNT-modified electrodes with 

LoRaWAN connectivity 

Real-time monitoring of industrial discharge; 

seasonal variation documented 

Zamfara Mining 

Areas 

Pb (primary), 

Cd, As 

Portable potentiostat with solar power 

and satellite link 

Detected Pb levels 10- 50× WHO limits; 

guided intervention efforts 

River Benue As, Cr, Pb Multi-electrode array with Wi-Fi mesh 

network 

Agricultural runoff patterns identified; network 

coverage challenging 

Ogun River Basin Cd, Pb, Cr Graphene-based sensors with cloud 

analytics platform 

Continuous 6-month operation; maintenance 

required monthly 

 

Economic and sustainability factors 

Cost remains a primary barrier to widespread adoption of smart 

sensor technologies in Nigerian water management. Initial 

investments for sensor hardware, communication modules, 

and cloud infrastructure often exceed the budgets of local 

environmental agencies and research institutions 

(Oluwayemisi et al., 2024). Operational expenses, including 

sensor replacements, calibration materials, data subscriptions, 

and maintenance visits, accumulate over time, challenging 

long-term sustainability (Figure 3). Proposed solutions include 

phased deployment strategies targeting high-priority locations 

first, public-private partnerships leveraging commercial interest 

in water quality data, cost-sharing arrangements among 

stakeholder agencies, and the development of locally fabricated 

sensors using indigenous materials and manufacturing 

capabilities (Ololade et al., 2019). 

Capacity building and training 

Limited technical expertise in electrochemical sensing and IoT 

systems constrains effective deployment and maintenance 

(Ouma et al., 2022). Training programs should address multiple 

competency levels, from field technicians performing routine 

maintenance to data analysts interpreting complex datasets 

(Ighalo & Adeniyi, 2020). 
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Partnerships with universities and research institutions can 
provide ongoing capacity building while advancing scientific 
understanding and local innovation. Comprehensive 
documentation, remote technical support systems, and 
knowledge transfer initiatives are also essential for sustainable 
adoption and operation of smart monitoring technologies 
(Milagres & Burcharth, 2019). 

Table 4 summarises major deployment challenges alongside 
corresponding solution strategies, providing a structured 
overview for policymakers, researchers, and practitioners. 

REGULATION AND STANDARDIZATION 

Development of regulatory frameworks and technical standards 

is critical for quality assurance and acceptance of 

electrochemical sensor data in water management decision-

making (Ikem et al., 2003). The Nigerian Federal Ministry of 

Water Resources and the National Water Resources Institute 

are developing guidelines for sensor-based monitoring that 

address validation protocols, quality control procedures, and 

data acceptance criteria. 

 

Figure 3. Comparison of the effectiveness of electrochemical sensors and traditional laboratory methods. A multi-panel comparison 

figure showing: a – bar graph comparing detection limits (ppb) for Pb, Cd, Hg, As between electrochemical sensors (blue bars) and ICP-

MS (grey bars) with error bars; b – scatter plot showing correlation between electrochemical sensor readings and ICP-MS measurements 

(r² value displayed) with 1:1 line; c – timeline comparison showing sample-to-result time: electrochemical (minutes) compared with 

laboratory methods (hours/days) using horizontal bars; d – cost comparison bar chart (USD per test) for different methods; e – radar chart 

comparing portability, speed, sensitivity, cost-effectiveness, and field applicability (0–10 scale) for both methods 

(Own development adapted from Bansod et al., 2017; Chajduk et al., 2023; Abdelmonem et al., 2025) 

Table 4. Major deployment challenges and proposed solutions for IoT sensor networks in Nigeria 

Challenge category Specific issues Proposed solutions Implementation status 

Technical Biofouling, drift, matrix 

interference, and power supply 

Self-cleaning protocols, automated 

calibration, solar/hybrid systems 

Partially implemented; ongoing 

optimisation 

Infrastructure Network coverage, internet 

reliability, data storage 

Edge computing, data buffering, 

satellite backup, local servers 

Mixed; urban areas better 

served 

Economic High initial costs, limited 

funding, maintenance expenses 

Phased deployment, partnerships, 

cost-sharing models, local 

fabrication 

Pilot projects underway; scaling 

challenging 

Human Capacity Limited technical expertise, 

training gaps, staff turnover 

Training programs, documentation, 

remote support, university 

partnerships 

Growing but insufficient; 

ongoing efforts 

Regulatory Lack of standards, validation 

protocols, quality assurance 

National guidelines development, 

inter- agency coordination, 

certification 

In development; regulatory 

framework emerging 

Environmental Harsh conditions, vandalism, 

accessibility, security 

Rugged enclosures, community 

engagement, strategic placement 

Context-dependent; community 

buy-in crucial 
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Harmonisation with international standards, such as ISO 17025 

for laboratory testing and ISO/IEC 17043 for proficiency 

testing, ensures credibility and facilitates data sharing across 

jurisdictions (Li et al., 2012). Certification programs for sensor 

systems and trained operators establish competency benchmarks 

and build stakeholder confidence (Chen et al., 2015). 

Inter-agency coordination among environmental protection  

agencies, water resource management bodies, health 

departments, and research institutions promotes consistent 

implementation and data interoperability (Nriagu et al., 2016). 

Regulatory frameworks must balance innovation 

encouragement with measurement reliability, establishing 

pathways for integrating new technologies while maintaining 

data credibility (Figure 4) (Ite et al., 2013). 

 

Figure 4. Workflow diagram for smart sensor data integration into water quality management decision- making. A detailed flowchart 

showing: a – top section: Real-time sensor data collection (sensor icon) → data validation checks (checklist icon); b – middle section: 

Cloud database storage (server icon) → automated analysis algorithms (gear icon) → threshold comparison (decision diamond) 

branching to: normal levels (green path) or exceedance detected (red path); c – bottom section for exceedance path: alert generation 

(bell icon) → stakeholder notification (multiple user icons: regulatory agencies, health officials, community leaders) → response 

actions (branching to: additional testing, source investigation, public advisory, remediation); d – feedback loops showing data 

archiving, trend analysis, and system optimization 

(Own development adapted from Zhou et al., 2012; Mohammadi et al., 2018; Ikem et al., 2003; Adesiyan et al., 2018) 

UNRESOLVED GAPS IN SMART SENSOR WATER 

MONITORING 

Despite substantial advances in smart electrochemical sensors 

and IoT integration, several critical gaps remain unresolved, 

limiting the full potential of these technologies for water quality 

management in Nigeria (De Camargo et al., 2023). Ultra-low-

power sensors capable of multi-year autonomous operation 

have not yet been fully realised, restricting the ability to conduct 

long-term continuous monitoring (Liu et al., 2017). Similarly, the 

integration of advanced artificial intelligence and predictive 

modelling for real-time interpretation of complex environmental 

datasets remains limited, constraining data-driven decision-

making (Liu et al., 2017; Bandodkar et al., 2016). 

The simultaneous detection of multiple analytes, including 

heavy metals, pesticides, pharmaceutical residues, and 

microbial indicators, has not yet been implemented in a single 

platform suitable for the diverse chemical and hydrological 

conditions found across Nigerian water bodies (Arduini et al., 

2016). Mechanisms for ensuring data security and traceability, 

such as blockchain integration, are still largely untested in field 

deployments (Kshetri, 2018). At the same time, community-

based monitoring programs, which could empower local 

populations with accessible sensor technologies and mobile 

applications, remain underdeveloped, limiting the potential for 

citizen science initiatives and environmental awareness 

(Buytaert et al., 2014). 

Several technical and operational challenges persist. Long-term 

stability, anti-fouling performance, and sensor durability under 

variable climatic conditions and complex water chemistries 

require further investigation (Pasika & Gandla, 2020). High 

production and deployment costs, coupled with limited local 

manufacturing capabilities, hinder widespread adoption and 

scalability (Ejeian et al., 2018; Feng et al., 2023). In addition, 

comparative validation studies across different water 

chemistries, hydrological regimes, and climatic zones are 

largely lacking, creating gaps in data reliability and 

interoperability. The establishment of centralised data 

repositories and visualisation platforms for national-scale 

integration, analysis, and dissemination of water quality 

information is still incomplete (Pasika & Gandla, 2020). 

Addressing these unresolved gaps is crucial to fully realise the 

potential of smart electrochemical sensors and IoT-enabled 
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monitoring systems for continuous, accurate, and large-scale 

water quality assessment in Nigeria. 

CONCLUSION 

Smart electrochemical sensors integrated with IoT 

technologies constitute a significant advancement in 

monitoring and managing heavy metal contamination in 

Nigerian water bodies. Recent developments in 

nanomaterials, miniaturisation, and wireless communication 

have improved sensor sensitivity, selectivity, and field 

applicability, enabling real-time data acquisition across 

diverse aquatic environments. 

Field deployments in the Niger Delta, mining-affected 

regions, and urban-industrial centres demonstrate the 

practical feasibility of these systems and highlight the specific 

environmental, technical, and infrastructural conditions that 

influence performance. The analyses of these deployments 

reveal that while sensors can provide continuous monitoring 

and strong correlation with laboratory-based measurements, 

technical challenges such as biofouling, sensor drift, and 

matrix interferences, along with connectivity and power 

limitations, remain significant factors affecting data 

reliability. 

Economic and operational constraints, including high initial 

costs, limited local manufacturing, and the need for specialized 

technical expertise, further shape the scope and scale of 

deployment. At the same time, gaps in regulatory frameworks, 

data standardisation, and national-scale integration persist, 

constraining comprehensive water quality assessment and 

cross-site comparability. 

Overall, the current body of research illustrates that smart 

electrochemical sensors and IoT systems are capable of 

transforming water quality monitoring in Nigeria, but 

substantial unresolved gaps remain in autonomous operation, 

multiplexed detection, long-term stability, data security, and 

national data integration. These findings identify clear areas 

where further investigation and systematic evaluation are 

needed to fully understand and leverage the potential of these 

technologies for large-scale environmental monitoring. 
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